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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an information transaction 
system and an information transaction method, which enable 
contents to be used without conducting a settlement by online. 
SOLUTION: A contents use right identification card corresponding to 
ciphered contents is soled to a user. The user transmits data 
recorded in the content use right identification card to a contents 
use right management center. The contents use right management 
center identifies the contents and the card based on data of the 
received contents use right identification card, ciphers a contents 
key for contents decoding by a session key, for example, and 
transmits it to the user. The contents use right identification card 
sold to the user can be set so that it can be reprinted and 
transferred between the users. Thus, the contents key can be 
transmitted from the contents use right management center for plural 
times. 
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y<>f ^ b «F#{k 3 ^ > ^ lt , sent = > 
[«#JS3] MrE^^^V^SJfflttWJU*— Kli, EH* 

L/c r t t i izmMwrnmifr «9 ?i # y 

[»#B4] ffllBa^^^yfiJfflttiKaU*— Kli, Eft 
WEt*- * fete. ituE^ >t *iJJB*MK»J;& - 

mis = >^ > y *ijffl«*a^a(4, 

JHE^— tf bS« Lfc => >^ > y * WltKWJ^ - * \z 

fflUT«rE^-if«»tc:#UT3S«i-5*fi£«rfl-i-5 r 
<h^^m^i-5lt^JS l KEIfcWttWBtOgi*^*^ 

[SS*9 7] ttE^^^^yfilffltiffffl^afi, 
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fW} — (D n > x > y f ijffi MIM0J # - K ICE® £ ixfc IB— co 

fflE=3>T->^fiJffl«|»*J^— Ktttc, 3>x>-^^ico 
«#@»&E»t-5«rii£*pr S r Z&Witirzm * 

[»*«io] IBEa^fyyfllffltlfWIlollfE^ 
— ^-<— ^(^, 

SuE^vx^^fiJffittiffijSU^- KStc, 3^7^78^ 

• mE^v-^^yfijfflMwa^att, 
^ ^ > h -r ^ «r*-r 5 r <h t -r 5 6 *c 

jo ta-f tc*ti-6i|«A*ia:3ei-s«fi8;i: Ufcc i ^4^m 
[»*35i 2] ffiE^^x^yfijffltiva^aoTOEx 
BtrE^v^^yfUffltiKSJ*— K^f-> ^^xv^^t^ 

£ § rt a- - If «» Sr RS>J t5^- if flUKK VJ ^ - 

WE3^^^y*j«*«a*att, 

SdE^-- if«S®S'J^-^iciS^^T, 3>r^^ 
[W*qii 3] mE^^^^fiJfflltKgiJ*- Ktt. 

tfCt«r»»if SW** 1 {cE«<&««tt5 9l*^* 
50 K^SItv^^x^o 
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a^^^yfiJfflllWSiJ*- Ka5flEaBB«r*l*J"5IiB4* 
-K«!S«r-*-C*>6ri:«r»»i:-r*»*3il 3 MIS 

9^<n<?=. y ? ? (Dmt&m&n'rt \^X ^ >-y 
i IT Sit** 1 3 KE*£<D« *9 51 # ^xr 

[t»#*l 8] aSIE^^^v^^MftlffS^iai^, 
»E^-fi«l:# Ltiiif i" 5 = >t- Si* 0f 

a*js i tcE«^ttr*»?) si* ^f^o 

[St#2S2 0] a >f >y 7*0 ^>f ^ S fcttt- ^ 

^^^^Srffi-^LTfiJffli-S^-ifatSi:. WE*-— if 
MI»*cii«^aS:^UT*«cSix. tdEBf^b^^^v 

3 >^>y*ijffl<t*s^a t sit «as f9 3i * 

y f U ffl 4f msu r - * * ififff 3M£ * ^ -r 5 r. t * < * 7 5 

^bBi#UT«rE3---1f«»^e>ltrEii«*««r^Lr 
WE = ^>-!y*iJffl*«3a*»{ci56fSt-S^^y^i:, 
mJE^^^v^^iJ^^^^atc^^r, BuE^-ifai 

Sr^UTSttEa.— !f«»^iS6«-t-6^^ 
[»#Jg2 l] SSEBS^b^^^^^S:^-— Iftcffitt-f 

2 o (cE«o« mm <o gi # *fe 0 

[§lt**2 2] ME=> Vr->yfi]ffl«|«S'J*- K«\ IS 

«snfcWE=>^^y*ijffl*»*jx--^*«^«R^e>« 
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Z&mt ir 2 o tcE^^ffi «n 9 31 # 2ffe> 
[81**2 3] ME=>x>yfMtt8ftSU;t7-- Ktt, E 
ft^n^ME^^^^^fUSttSttSU^-^^^ffl^ba 

(c$iefc-r 5r<h^^m<t-r5is*^2o cet^mn 

'93l^^&c 

70 lis** 2 5 ] miE^ ^ ^yfuffltiwa^att, 

K^*l"/^i-S = >-7 i >'!VK^Jx — 33 J: WISE 
HftE^^^^yfiJfflttVa^Stt, 

20 stt3k«2 o^E«t^ttr«ik0 9i«^s. 

If** 2 5^E«OflMBBt0gi**ffi o 

jo a.— ^cstLriKSE-rsr. t *^{S<ti~6ii**2 6 ^ 
[§i**2 8] WfE=>T->-u/fiiffl«i*a*«tt, 

HuET-'-^-^-^fc, WrE^V'^V'yWffltMISU*- K 
§(^3 x^^y«o««ia**rE»-*"* r t £¥?mt-t 
6f«**2 6*cE*tottMRBtl9 5IS*ffi 0 

iis**2 9] (WEa^^yWfflwa^aoiitrE^ 
ttE^^^^yfUffltt^aa^att. 

[IS**3 0] ttE^^^^yfUffltlWai^fttt, 
g^JE^-^^-^^co3.-if^lj^-^^c:s<5v^T3-- 

tf-i is h*3— tf*c#UT#*U, SS^-O- hfcS^v^ 

50 *2 9^E*Ottf«»9gi**i6o 
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— — 

ffiE^^^^flfflttBaU* — Kttlc, =3>7->-^^ico 
fttfc 4r S 3- - if «* * HUH t6^- if MMMMU^- 

afs prfftrWJE-r 5 r t t -r sis*^ 2 5 ice* 

-T5IS*^2 0*cE««)i»«*9 9l**fe, 

[«#53 3] WE=>^vy*iJffl**a^««:, 
fJE^-if«S^^tSS»IEftiS*ll*TLT, RGE4Sj£ 

[?s*S3 4] mEa^^^fiifflitvaa^att, 
LT^if -j-s r t i~ 5ft*gt 2 o tcE«fc^«a 

-If SMS i oftSBKE*a3aB#tc*figi-s-fe * v- 3 
ffi^TBt^LT^ff i Sr«F»i:i-Slll*:3S2 0 

tcE»^flif«Bif9gi**ffi 0 

[W#^3 6] =3>-r>^^n^>r ^*fc«:iJ— tr*:/ 
9 = — * • ^r^_ht^ 

KfcE<ftSn^ = >7 t ^y*iJffl*BBfc»j7 f — ^SrSSE 
a— if««^blttEaft*«*:*LTlttE3 v^V^fU 

KE^^^vyfijffltt^s^a^bSffiuyt^^^^^ 

ft f- g<5 ^ r B§-^{b 3 > ^ > y £ S %W±m* £ * =r y rf 
[0 0 0 1] 

SW#l3yr>7ffiMCD, DVD«WE»8S{*«: 
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if U 3- if ^ n >t=- V^* ijffl (C# 5 f ij 

#r S 9 9 1 * ^ ^ A » J: a«f«» 0 5 1 # *te «c 

[0 0 0 2] 

Tr-^ (iUTs r.*tb& =* yrlsy (Content) £P£ 

70 SV^IiDVD, CD#OSE»^1IBfcEtttttt c*^-* 
T) LTSfcii Ltv^o rixb^SEiS^^^^y 
-]^C^-fOMft5PC (Personal Compute 
r) , y-A«««OE»f¥*aiSS«c#JR-re>E»^ 

[o o o 3 ] fif*cotr^y— amis, pc$?<o*$r«i 

^^^ir, *J^af-«iiK*n^--^S:EtSi"6^«)C0 
IJStt^^'JIiEEPROM, ^^-^^a^^y^tcJ: 
[0 0 0 4] DVD, CD*<o8fEii^I«B/jrE*«Eft: 

[0005] y-A/D^7A, wsfex— u&t^- 

t, ^ >"ryy<D%tt$$, > y D v 

D, CD*<0E*«E*f-J:o-c«tiai-S»**ctt. DV 
D, CD*©E*jK*OJE3EWKiftAtiaJSL*:0, *> 

*?<D?Ui?y h#*^co^. — ifflMB«r*»UT3.— !f36» 
[0 0 0 6] r^bO^V-r^^OiB^^IJgLTJL — 

»tti4o-CJo9, DVD, CD^^f£lt^f$ (^t-V 
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[0 0 0 7 ] ^J^L^, B^^COx^^/Wt"— * (^>-x>- 
^^->7>r l/WL%i'* i rJ±(Dmf&k LTte, ^l — if 

(ommmmA^^^^r^y-f ^xn^\ 

[0 0 0 8] Bt^^^^^T-^iyx-^^, 

k«f **k«*r ffl v ^ , ft toa k« fflv^f- 
[0009] Bf^b®t^^k®^fflv>-5^-^pf^i: 

tf>t><£>i: LT\ iE^cOrr— if{cmbBf^{b^M> 
^b^^V>5^ii^^W^LT. «*«Ffc*V^iE^— 9 s 

<0ft*W<t*a;tCDE S (-r— ^Bjf-g-WflS : Data encry 
ption standard) ri*fc£> 0 
[0 0 10] ±.&<M6*§rikt&m, «**t««KfflV^*i 

k&XZZ> 0 — *iRittlia«c<k«. ^£>tti;^6$(cA*j 
itmfrb, j3H^<D*V v?t;KDr- — 

[ooi i] ifc* ns#{bi-5i:^tci£ffl-r^Bt^b« 

*Ufc^BMi4fc.ttBiiEJB*»b A^Lfc.4>HHB*:JB^T 

«SrIfi*L3tfflAO^*s0r^-rscp-C. ^<7}<kP^fi^ £ 
oT«#{tSixfcX«tt»a«i**o<HAO^!I'»'t- 
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RSA (Ri vest-Shamir-Ad I eman) Bf 5 „ 
[0 0 12] roJ:5tt«F»<t;*SC«:«ffli-*ri«ci 

[0 0 13] DHltts PC (/^-yt^nybV- 
, 4^— A«H8«<DW**»l Otcisv^-C. DVD, 
70 CD 3 0, h 4 0»©T-^»«¥a*»b 

T-^y (Content) ) SrW^i"S <h i: fcK, DVD, C 
D30, ^f>^-^-7 h4 0^/)^W#lfcr-^^7 

Ett*«2 OtcEtMTtt* LfcMM^^tt^-Cfc 

[0014] -fv {fy ^ ^t^— f£Mgl^-^<7) 

1"5rL— jf(d««$tt5o 3E«3.-1ftt, Bg^bx-* 

[0 0 1 5 ] W±^fk 10liCPU12^U A^JX 

tlfc7°n ^7^<OW±. #7^-^, HHfe?*-*^ > 
[0 0 16] jESI^-iftt:, «flt$ttfc^n^7A*, 

ai3^tt5 0 ft#«Atll3ll E*3MB:2 0KE 
[0 0 17] a^^^ySrUF^ki-^BRfcii, ^>=r> 

**fa>E*^H:2 0 (Distil 2 ncE«i-6. 
[0 0 18] a.— -tm, !Eim^l£ 2 0 7)^fe^^>-T-> 
40 7^t^)ffiltMt51^:ii, E**»2 0j&»&, 
Br^bx-*&&9fctiLT, M^10(7)MM 

^^fflv>Tm^a^^LT0f^b7 :? -^X)^a^-x 

[0019] 

"r^y common, hmjSL^ «t 9 ^^>r>7Mfflii 
50 Bi<t636«, ^^>«Aft*o3Ettv^*ifei: Lttt, W 
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(1) ^Uy^f^-Kf^S^bA^LT^ 

>r->ynmmm%±^^kzmtir^ 0 (2) =^—^<d 

iry^lc^f-f^o (3) ^fe^^^v^fiJfflftiflgJE-fe 

5„ (4) «^*-£fi]JBt- £0 rn,bco#^co^ffi 

[0 0 2 0] L*»U4^6, Ztlb (1) - (3) <73£ 
tAJjmiZteis^Tl*^-— Ui/y h^7— K#-§-. 
VMi^PM###B#$ftS - £fc/j^ 0 Sot, r 

= >^^y<o«&tt, 100RM, loooRlto 

'Ml<£> wttb^XfAVM^V^T. il — . ^ 

[0 0 2 1 ]tt ±i&<^ (4) — (DflJ^^O 

[0 0 2 3] 

[*H*#»1-*fc«>o^a:] *RWttu ±fSE3m£#P 

me^— 5*«M*tt, a«*a 

> y £ f U ffl f 6 7t * ic £ 4 6 = > t- >- y f "J JB ttttSJ 
7* * «r««*»*:4M-S w t ft < t7 7 ^>"C^-f 

II, fitj ie^x - if «b S ft L it = > > y fljffl «K9J 
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So 

[0024] **woflMs»ogi*->^yiKO 

70 [0 0 2 5] £<b^ *«MOfl|f«»"9 5lir isXrAtD 

-*Ktt«tc:tev*T\ ffllEsv^^yfiJffltlWiiJ*- K 

d»fe**-e* ftv>£ 5 \zj?— ^STmLfcttHR-CiHii** 

[0 0 2 6] ^bic, *38?^co1*affii9§l#^^7-A<o 
-Hlfi««^*5V>T, HUE=i>^>y*Jffl*»»J* — K 

20 [0 0 2 7] Sbld, ^JSWOfflfttBtOgiS^^^A^ 
-^^«(c4b i v^T. TOE^v^V'yfiJffltlWJ*— K 

[0028] *?&w<Dmm&y gi^^^^^o 

tt, WEa^^^yfiJJUiWiJ*- KfcBI-T^ffS^- 
Jls WE^^^^yfiJfflttllWJ*— KWt6 = >f 

> ^ »su - ^ , *5 <£ t>-fi e 3 > > y *ij ffl m mm t> - 
[0029] *58w^flMaa9gi#^^^Ao 

[0 0 3 0] £<b^ ^JRWOflMBSUgit^^A^ 
-HHfifl8«fc:*5V>r, JKrE = ^^>y*i]ffl*t«giJ*— K 
tt. ^E3^x^^«ffi«ffF^[s]|S^lCi:fe«»K3eS: 

[0 0 3 1 ] git is*7"M>(D 
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[0 0 3 2] £bfC s *&W<Dftm&y$\£i'X7'J*<D 

-mmmm^^^x, mtz^>^yymmmwm^&<D 

[0 0 3 3 ] ^^P^cDlf^^»9 v-^^i^co 

[0 0 3 4] *38W£>ffir«R9 5| £ v.^^i,(7) 

S(c =>T>>ym<Dmt&*%rtft^-vm%5&mm'ir 

[0 0 3 5 ] Sbtc, *RW^**fc9 5l*^*^A0) 
[0 0 3 6 ] £<bCl, *»MOfflf«af9 3l#->^^^<Z) 

^ ¥ £ x - * -cfc 5 r. <h £ <h i~ 6 . 
[0 0 3 7 ] Sfetc, *j8W<OttHR»9 3lt^^^A0!) 

<7}#- KMW^— = :^>y*IJB*ttBgiJ#-- K<z> 
[0 0 3 8 ] £bfc, ^JSM^flMSBtOgiS^^AO 

-*ttrt8«fcL*5v^-c> m^=*>'r>>ymmm<&m^m 

f*> WE:*— ^IfU: = >-r >!V f iJfflttSttSU 
[0 0 3 9] £«bfC, #|8Wtf)tiMK&»9 5I# */**rJ*<D 

■>fWB»c» urasw-f 6«j*-e*>« ^ t t-s<, 
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[0 0 4 0] £bte. *55KoW«ffi9 9l#>'^7 t A(0 
[0 0 4 1 ] $ h\^. 

[0 0 4 2] S<bK, *5SM<0)B2(Ofl!JBtt, ^>-^> 
!V y n y * tt-^ — fcf * y n >f W b => > 

*«csn, mm^^it^^^^y<r>^m(o^^"riyy 
strait ^a*** ttsftta = 

*iJJB*MBgiJ#- K3&»e>»»LTl«rE3— ifSHi^bWE 
ii ft £ ^ L T Su E => > ^ V * f 1 1 ffl ft If a ^a f c xk it 

-tzxt- y-?k^ me^ ^^^ymmmmm^mz.^^ 
x, mm^-^mm>h&mLtc^^T>ymmmmm 
?—#\z&<$^x&^>Ti/y<n&^W£^>'ryy 

S^mJEffiff^a^LTmjE^-^^-^fi-5^ 

[ 0 0 4 3] ^^B^^'tt^Sl^ ^l^^&CO-^ 

[0044] tsbi^ *&w<Dinn&<9 5\£Jjm<?>--m 

M^r^ ttv^ J: o Cf-^i Lfe««'CtHS*5 r 

40 [0 0 4 5] S^C, *5SW^ttf*a9 H 
lfctt«^*3i^-C, WEa^^^^fiJffltiBaU^-Ktt, 
EftS^fcWEa^^^WfflltlKaiJ^-^^^fe 

[0 0 4 6] £<btc N ^:^0^cotf^lxt9 
ffiffi^fcio^T, WEa^^^yfiJfflMiKgiJ^- Ktes 

[0 0 4 7] Sbt, *5SW^W«Rt)3l**-ffi(75-|| 
50 *tt«JC*3U^T, ttE^V^^yflJfflttVa^Stt, ffi 
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^l-^-^-*^ u HuEx— *^<— *tci;£, ft] 
»Jt*-*, *3J:0 c tttE3^7 t >"-yfiJfflliMl8iJ*— K«D* 

trttffl LTlttEa— 1f»B^ LTiSft-f 4 r * 
[0 0 4 8] Sbi:, 5lt*fe<o-^ 70 

[0 0 4 9 ] $6K1 S *55W^««St9 5l#*-&<7)-^ 

[0 0 5 0] £<bfd N *»M©»«*9gi**fto— n 

<Z) =i >- y ^coffi^[E]^ SrfESi" 5 r <h ft #m t i" 
[0 0 5 1 ] $ *»W(0««»9 5lt:frfttO-* 

[0 0 5 2] $<b^ **W^««Bl?)gi**ffi(0-|| 

tt««(c*5v^T, ttE3>^>y*Ufflti»a*«tt, fi 

E^-^^-^^<D^-iff8SU^-^{cS^v^T^.— if 
^--if KSjrsttftSrRJE-rs r t ft#m^ t5 c 

[0053] sb*c, *&w<Dmm&v 5\%jjm<o-m 

[0 0 5 4 ] ^blC, *»«^««Sll9 5l#*fe(0-|| 

mffi^c^r, WEa^fvyspjffltti^a^att, iu 

E^ - if 1&8I a> b g« L tz = > t- > y *ij ffl HKgiJ T f - * 
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So 

[0 0 5 5] *RH<OlftttBEg 3l£;£&CD-|i 

[0 0 5 6] SfcM, *»W^ttf«ffi!9 5l#*feO-|i 
E^— 1f«««c*tL"CiS« -rasv^V-ytiSrrtf^bL 

[0057] £<b(c N *&W(DmmmLK> *,\%^fe<D-% 
i«aft«fc*5v*-t\ «iE3>fyy|i]ffl(ifi?aH:, stj 

E^-if««tc^uriSmi-5 = ^^>^«Srmjffi3-- 
if«S<b OftSBSEft!fSB#JC*fi£-t"5ir 3/ > a >-^£ffl 

[0 0 5 8] 3 (Dftlffitt:, ar^V 

tuE^^t 0 ^. — ^ • /u^^i^fj;, t7 7^>"C^- if 
= > r- > y *i| ffl ttMSU 9 & m - iftttS^b SSE 

n^r^^ BtrE^^^v^^jffltiwa^a^&a 

[0 0 5 9] 3 ^IffilCffiS ^7 ^ftft 

T'fe^o CD^FD, MO. DVD4WEI 

[0 0 6 0] ;o±54^n^7AJIRII*H:, 

— ^ • A^rn >t°^ — ^ • v-^-rAtC^r^^ h 

— /isir&z ticX-DX, — ? • i/^^-^Ji^^ 

[0 0 6 1 ] *5BW^)*b»cffla^BW. WK^JAH:, 
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[0 0 6 2] 

SflUS^n y ^HSr^-T. x-*&a^Elt E»S£ 
3i3 0 0 4E»vV<>r;*4 0 OitiMAM^t 

[0 0 6 3] EftS£:«3 0 Ott, «*tf^— • 
^>-t 0 ^. — ^ (PC: Personal Computer) , fc5VM2 

It M 2 {zy^i~ X. o lc, E®W£S3 0 OlcifcttSRf-il- 
^af^E^Tr^ * 4 0 0 4 coiiff fMifcPSr-g-irttgft 
fW»&*fr1-5ffl1W«3 o i , Bf-?-ftia^jS:*H]5gEe 

S±S«f*»iffl3 0 2, E<k<9£«tC«ffi$*b&Eft 

fTiEfc^v*^ * h a — ^ 3 o 3 , DVD^CifO^ 
t^75 0 0 4 fcT*— *<DBg^ffi L Srtr 5 

^SX<9£|$3 0 4, ft-U 4 *f— Z <D&%:fe*ft 0 ii<tSf$ 3 
0 5 £^1-£ 0 

[0 0 6 4] ESS^SS 3 0 0lt ftJ$PgR 301 WfEiJffll 
IC£ ^)E©f^^4 0 0(Ctt5^>T>7T-^(7) 

— ^S^SrHtx-rio E»f/V^4 0 0lt E^«3e 
§5 3 0 OluJttttfS U< tt*jffi^tefcE«&#, 
If^^y^-Kfrfe!!), EE PROM, 77jy^*^ 

M^^(Cj:oTM$tl5«^^ V 4 0 2 ^WSo 
[0 0 6 5 ] E»S£3S 3 0 0.lt m 2 O&ig^^i-E 
DVD, CD, FD, H D D lCte*rt £ *tfc = > 

1^3 0 4, ^>-^ — *y h^co^y hy- ^ T^^ibSE 

ft SIxS^^t 1 ^^^— ^SrA*^rifi>i>f 

4 LTOiim«FP3 0 5 U ^S^b ^>r>-7^A 

[0 0 6 6 ] E^S£t§ 3 0 0ft Br-S-aailfB 3 0 2 £ 
*TU K*Bi!9SfB3 0 4*fcttiift«B3 0 SSr^UT^ 
ffl^^A^$ttS= 1 >T->'!V7 :f — ^SrEft7 f ^-Y^4 0 

^£^T-f 5 0 Hf*#LafflS3 0 2 It P£-5§-&ia£fl 3 0 2 

^*^Mt5»a3 o 6, w^tta^^**^* 

y 3 0 7, *#{t*aa, 

[0 0 6 7] «Jta«R3 0 1 It W^Llt 1BSS4S3 0 
0 4ii«»3 0 5 Sr^UTSaftStLfca^T-V'yfiJffl* 
m-t^f (i3WTtM) 4Bt#tosas3 0 2<OtBS 

"CiI^$tv5^>^>"y^c09f-^^^3 0 2 fwjfcStt 5 
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fK»*a«c;fc#fifr^Mfcu §?>i:iEftf^>r^4oo 

^^^$^XfcBglCE®:x^>r^=3> fn-7 3 0 3^^ 

svMt E«s*****aatt 3 o 2^iit*/tt*{k« 

3 0 8 4Eft^'*>f *Si*#JfaS5 4 0 1 <7>|ffl-Cfif:b;ft,5 
[0 0 6 8] rtf-g-^aSB 3 0 2 II, BuijScO <fc 5 

70 ^fcftwra&aSR-efc?) , ***aaiw«itt 3 o 6 , rt 
s^no7, m^/m^itZK 3 0 8 £^~r s c 

[0 0 6 9 ] Hf 3 0 6 It E^S£§§ 3 0 

4 (DfgSfgliE&a, EftW 3 0 0 4 E»7*'M * 4 

o o t(omx*mT£tizmKmM&m(Dmm, e^s£ 

aiBf -^ftiaffl 3 0 2 <£>Hf */fI*<btt 3 0 8 KiS^TSI 

Ma^ttjcH-rsiipjwifcfTfts. 

[0070] ^^^1) 3 0 7^ E£^lf£2§ 3 0 0C 
:fcV*T*fT$*bSffi:EBIE«ia, Bf^t, «*fb«a 

^, #a*aatci3v>T^ii4*s«7 f — -fe^vM^E 

•W±«<oHiaiJ^-^«E«:»j|rti-* D E«S£«<o«fc8i] 

50 [0 0 7 1 ] B»-8-/« -8-^*3 0 8 ft rtSM^' y 3 0 

ixS ^^t-^^x — ^ SrEft-r^M^ 4 0 OfC^^^n 
-Kfea-TillR, &5v>liE»T^^ 4 0 0lc:»»$ 

^^^T-^^X-^^E®^^^ ^4 0 0^bff4, 

Hff-rsBR^BEtea, nt-swfctea, a^b&a, ^™ 
[0072] ::t\ mmw%.$$m f^® 302^^ 

£M^y 3 0 7lt Bt-WB*^^MB*ttf«S:«**UT 

40 ^oT, Bf-g-^ia§B3 0 211, ^lH5^^ib 

T^ir^ Llc< V^WJttrWofc^attfc^s/^-CfllrilS 

[0073] E»stg3ooii 

tfe^tolc, ^^^g^a^M (^-f >C PU : Central 
Processing Unit) 10 6, RAM (Random Access Mem 
50 ory) 10 7, ROM (Read On I y Memory) 108, AV 
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%±m$v> 109. a*-* >^7x-7i i o, pio (s< 

y I /O^l"? y ^ — *) 111, SIO (yU7 
/H/O-Y^^^x-^) 1 1 2&«;LTV^ 0 
[0 0 7 4] i^-O-CPV : Centra 

I Processing Unit) 10 6, RAM (Random Access M 
emory) 10 7, ROM (Read Only Memory) 1 0 8 (1, 

*>0, *<t UTEftWfeSHf-^fflfffljBa 0 2 

Wxtf^^StifSQfS^a (^>CPU : Central Proc 
essing Unit) 1 0 6 ft, Sffl&fS 3 0 1 <nm'fa<D h t (C 

ia m * t >b ta $ n x m % £ *t fc => > -r > y *f 

-^AVW 1 0 9— ^>v->^/(0^ 
[0 0 7 5 ] RAMI 0 7lt CPU 1 0 6*Ci3WS# 

ROM10 8(j:, ^ >C PU 1 0 6 Tgi^tLSO S 
**fit>±tf*;fcft*>**:/n ^5 ft 5. 

[0 0 7 6 ] AV»ISl0 9lt fttttttdW:, Mitf 
MPEG2r3-^ ATRACf^-^ MP3f^ 

[0 0 7 7] A^-f 7x-^ 1 1011 ftttSftfc 
>f>CPU106(i, WitfUff^oy — A^n 

[0 0 7 8 ] PIO (a? 7 WW I /OJ >9 y^ — *) 
111, SIO (^D7;H/0^>^7x-7) 11 
211, ^D^- K, y-A*- h U y £»«<0Etfc& 

[oo79] ^>cpuio6ii mTt&nn 

^*&a<OBRtctt, fiB*^— ^ WffllSB 3 0 1 fC«E^U 
ftsfflStf 3 o l W:^BJcjE£;UTSt*teaaB3 o 2 Mi?-:/ 

x-^^K-r^Bf **Qfa*iHTS*, Bg-f-ibx-^^fE 

[0 0 8 0] Eft7*'<>T ^4 0 0lt »* L < l*E»f? 

4«3 o 0*c#ur»jK^rtt4E««E»-cfel9, Witt 

^^^-Ki:<J:oT«fi£$^. sESr/^74 0 0 
tt«f*fea»4 0 1 , KUt^rV 4 0 2 ^Wt5o 
[0 0 8 1 ] E»f^>T * Bf-S-teSS* 4 0 1 II, Eft W 

fcdiair^M^ 4 0 0^b!£iM^3 0 0^(D^> 
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^^^^-^^lf^«!fSB#^tC*5^5EftS±*3 0 0 
t te&rr'^ * 4 0 0 WJ^ftSBtEfe^ B#-5Hb&L3I, 

s&-e&9, e»w*«3 o o^w-s-j&asBtmi*, *j» 

y 4 0 2(1, W*Lfci5*C, MitfEEPROM, 7 
7^y^^^^^b^5T«^^y , />-Kf>f^ 

70 [0 0 8 2] y-AT'u^y^ ^s&X-*, Sl&X- 

Blfftlt, CD, DVD^^f^7, fc^VMi^y 
h!7-*&^LT^-iftc««i-*« £ fete, CD, D 

vd^<z>*t*-< r £^ it * ^vtv 

tl, 3>^^y*iJffl**EWi-SI«aU-T-4:EAL^-- 

[0 0 8 3] h7-^^Lt3>f>'7^ 

[0 0 8 4] H3fC, 3.— if*g*<t, 3V7y77 > o^ 

[0 0 8 5] HJ3lC:fc5l^T\ a — if (a.— tffiB*) 6 0 
^ (c, ifS5S6 0 1 (1, **fflA^Bf*i"S^— V 

[0 0 8 6] ^-i,^o^7^ 
^-v-iyy^mm LTtv^^-ifd, 3-— if iS* 6 0 l Srfil 
ffiLT, ^>f>77 8 n/qy6 0 2 ) 6 0 3, 6 0 4 
^6, * ^ h ^7 — ^ 6 0 7 LTBf -^fcSttfc = ^v 1 
>yolfi(t*Sft^!9 , fc^VM4^r>f7606«:*l 
t^^fy^^A^t^ S^C, ^ry7«At 

5^ ii, =i'T>y<Dx^\z.w&x = ^>'ymmtimm% 
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[oo87] =isT>ymm*imft\%— ^— f 

-Ktt, "fffta^ryy^E*^- h^DVD, CD 

[0 0 8 8] Bt»ft3>^^y«rrL- ^ !ffc*Wi"*=3> 
7>'77 , D^/6 0 2, 6 0 3, 6 0 4(1, ^Vv 1 -^ 

[0 0 8 9] av-x^yfiJfflWKa'J*— KKEftStl* 
tt*J^--*0>«4:IH4tc*i- o El 4 (c^-fi 5 Sft&'J 

x>yi»giJ-7- (ID) ^5 7^#^ 

ft$*lTV^ 0 ^^^^^lia'J^P (ID) lia- JfjfiSza 

»aU^ffi4#*£4oT^3 0 m^S^il 

0 5 (BI3#sa) of«»:«J;ot, ^t^;id, 

[0 0 9 0] 13 3 i,zm , =L—iFm%it, >f>7y 
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its. 

[0 0 9 1] Bftlt^^ry^^^rVTe 0 6 4fcli 
*y b!7-^ 6 0 7tr*LtS«Lfca-f if MS 

5fc) 6 0 111 H]4-ei^P^Lfc^-^*^c*^o^>7 : - 
^yfiJffl««»J*— KSr^^-f T 6 0 6fc0M*-<\ £>5 

[0 0 9 2] =>^^yfiJJHtW8i]*- K*»A. Si 

b «/3c $ n 5 ^£ ' J - * £ = > *r v y 5fl J ffl fit « 3 ir > * 
6 0 5td*;y h!7 — * 6 0 7^LtS{ft5 0 
[0 0 9 3] =>^^y*IJffl**a-fe^* 6 0 5te, J5 

-^^-^(a^fiit^^ «iii^y7/u#t-c 

20 6 0 511 ^-1?3&»feSflBUfc=i>^>y5pI«J|t«aU* 
— Kt^lESSttfc, ^^ry^lD, v^yr/vi^ n 
^ a >ib « fig $ in z> mm *r r — $ * IE m V fe 5 * ^ v 5 ti » 

[0 0 9 4] w^"b#@O^^^^C0^s =^>-^V^?l 
ffi^'ff^ir^^ 6 0 5 7^-1f(cMLT^>^>y*ijffl 

( = >'7 L >'^«)^iB*S:fT4 5o 4*5, s^T^^^tf) 

[oo9 5] =>ir>'yf\im&m±>'* e o s&G-t-z 

5(c^-r o ^-^^-^fctl, *i]ffl»«<h46 3>"^>' 
ySrWiltSa^^^ifflf (ID) y'J7/H 

-to*6<ottf«d«**ixS, =>>^>yBfc*]^- (I 
D) ^!)7^«tt, Sui*^E3 4 ^^vntI^p^L^ 

50 K^siR^rtBtt'owns, s bfcsflS"5r«gr-fes«^s 
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1MJTS. 

[0 0 9 6) ^5(C^#J(c::fe^-ai. = > T" V S> *lj fll 
If AS* 9 0 011 mJi*c^(g] 2 -Cift« 3 0 

[0098] H6*c*5v^r, => : r>'ymmm<gm±>' 

il{f§{5 7 0 3 . iB«WJ»«r'ttfjKi§»*J«l«r*fft-5M 

W70K B»#*aa^««rwi-5i«*«!faffl7 o 2, m 

^SrfejWUfex— * 7 0 4, nv-T-^yoa: 

#3^^y 7 0 5 ^LTV^o Bf#toSJfB7 0 2 (1. ^ 
—If** 9 0 0 t (OffilBBEftI, -fe y v- a ^m^tfLfa 

[0 0 9 9 ] 3^fyy^o/M^8 0 0H ^ 

7^f75 00, h 7 — *fffl)iHi 0 0 

8 0 2, ^-1fiB*i:oafS*|*fifi-5afS«fB8 0 3, 
t^o 433, El 6 tcCTjk-t^ >v->yyuy<^ y<omj£te 

[01001 H6T(t ^>"r>yVM±>^ 

Tfcatf, f Wo i oof 9-e 3 > 7 

[0101] i 6 l^ttSfCioV^t^T^tl^^l 

0 OIL frfc^iB^^^t6 = ^ : riyy^-=i> ; T>y^\\ 
7- > !y»9J^- bis}) 7 /!✓#-!§• tc*t 1 ti+i^ £ ±j& U 
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GAT {ci ^>ry^^$M^l^, n^-xv^.t 

[0 10 2] 44o. rr-Cfi, ^^^^-^filfflttWSir 
7 0 OdSav^^yfiJfflltBaiJ^- KSrffjai-*« 

[0103] = >^ >- yfijfliaHfcg'J;** - Koflij*^— ^ 

T'fc 5 Ifl^ f - ^ lot IT 

4*5. *RWkl*3VvTttU DESMCt> HtR<0*iB 
WfM(:i5fj6^I<5:lTi^}i*FEAL (Fast E 
20 ncipherment ALgor ithm : N T T) , AES (Advanced 
Encryption Standard : ^m^kMWM^^-) 

[0 10 4] -jRWftDE S£ffiWc®^£^£/&2f 

M2, • • • , MNitS) o ^LT, fljfflfil (Initia 
I Value (EAT* ivtt5) ) <t M 1 Sr^ftHSfD 
i"5 (^Ogl^ I lit5) o ZfclC, I 1 E SBg 

■f5 (ffi^^El^t^)) o ftin, El:fcJ:U*M2£ 
SM&lftttJlfDU ^ffi^I 2 4rDES«HMfc»^A 
tl> «K 1 *fflV>TSf ^bi"S (^E2) 0 J^T. C 

M-r o *«fcajT#fcENj&Ht^**K<£*. roffi^ 
— jigfcte^ y-fe— ^s&lIE??-^- (MAC (Message Authen 
ti cat ion Code) ) tW&ti, * — is (D&Vi^ ^ v 

I^CBC (Cipher Block Chaining) K 

fH]«<Z)*rffiT*MAC<6^^fi5cL, IH— 
[0105] v'^"r^C^5V^-C<!e 

50 [0 10 6] ^BU«rtF***«rfflv^*^-»*o 
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EC-DSA ( (Elliptic Curve Digital Signature A 
Igorithm) , IEEE P1363/D3) £JB^fc«^-»*7*— 

LrtfRft^Bf^- (Elliptic Curve Cryptography ($X 

T\ ECC^:^) ) S:fflv^«4rBiM+5. ttis, * 

fc, H«<o^BII«IBf#*a;ic:i3»+5, MitfRSAM 
( (Rivest N Shamir, Adleman) fcir (ANSI X9. 31) ) 

[0 10 7] E]8^#;*x:y:7Vov^t&i^6 e 
ry^S 1 lc*5^T, p*r«», a, b^tSRft*8cD^|S 

(ttlPJftl* : y 2 = x 3 -fax + b) N G ^ffiR ft|£±CD 
^-^/tf-f^K r£Gtf>tfc», K s 4rffi$6« (0<K 
s<r) ti-5o ^ y/S 2 fcV^T, ^y-fer — v>M£> 
^2/ya(l!rfrSl, f=Hash(M) t~tZ> 0 

[0108] ::t\ '^yisa.&Zk&R^X'^yi'x.is: 

L<, ^s/^3LBB»^A**nfc^— ^Ol HjftsaE 

fc, H-^y^aMSrftoR^SA*^ — ^SrSLtB 

te, MD4, MD 5 , SHA- 1 # J&5fflV^*l5«^ 
fcfc£U D E S -C B C#fflV><bjft5*^t>fc5 0 w 
<Dtib&\L »»tH*«ti:*SMAC (fxy^flt: IC 

[0 10 9] «m> ^f7/S3t\ SL«u (0< u 
<r) ££/&U ^fy7 ( S4t^-^Wyf^ufi 
Lfcffi«V (Xv, Yv) ^ffff^o fc*3, ffiRft^ 

[0110] 

[»l]P=(Xa, Ya).0=(Xb, Yb),R=(Xc,Y 

c)=P+G^-f P*G£)0# (Jo*) . 
Xc = A 2 -X a -X b 
Yc = ax(Xa-Xc)-Ya 

* = (Y b-Ya)/(Xb-Xa) 
P=GcD0# (2(£g) , 

X c = A2- 2 X a 

Y c = A X (X a -X c)-Y a 

* = (3 (X a) 2 + a)/(2Y a) 

[0 111] Ztlb&mi'^X&GCDumZftW'fZ) (j§ 

(CtT^c G, 2 X G N 4 XG - - tftlU u&2m$km 
BBLTI^SCorv^i w^{c^i~>5 2 1 xg (GSri 

[0112] ^ry/SST', c=Xvmod r £f+ 
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U 0T*4imtf^T77 p S7td= [ (f+cKs) 
/u] mod r£:M-gU y^S 8 td ^0 "Cfo 

£16 0 fcV h&cD&ZXfrZtfolz'fZt, 
r-^lj:3 2 0 try hiift*. 
[0 113] ^Ty^SSCio^T, c^0t*fco/cl 

S 3 lCKora*fc£tf Law-. 
[0 114] &fc, aB««P**SC*:fflv^«^-»*ro 

T\ M£^i?-v\ p^S^c, a, b&fflnttllaffift 
(ffl RftiS : y 2 =x 3 + ax-fb) , G SrtfR &;£g±cD 

m (0<K s < r ) ffZ> 0 ^"ry-fS 1 2 -C^^H^ 
7^— * c^TJ^d < c < r > 0 < d < r %Mtz-ffr 

20 T\ ^ ^t-S/MOAy^adtttlU, f=Hash 
(M) £-T5 0 1 4"Ch=1/d mod r£ 

fr®U *Ty?S 1 5t*h 1 = f h mod r, h 
2=ch mod r£ffg^5o 

[0115] ^T^y^S 1 6 tC*3V^T, gEKffjfLfch 

l*5j:t>'h 2 £fl§V\ ,SP= (Xp, Yp) =hlxG 
+ h 2 • K s xG^ff^1-5o «^»**EE#tt\ 4*BB 

£o tit, ^ryT'S 1 7 X&P$mWii&&fak'0l)> 

BRtctt, *ilSJSjfe<Z>«^tt^^y^S l 6XX£XL& 
Oo o£«9, P = (X, Y) , Q = (X, -Y) <D1WW 

Pilots xtmmxzir, p+Qtmmm&x&zz 

t^mmVXV^) 0 77y7 , Sl8'( , Xp mod r 

[0 116] «^-»**SjEU^^*J5£$nfc»^, t^- 

[0117] 7f77*Sl 2tC^V^T, tt^S*^— ^ 
c*fcitd*^ 0<c<r, 0 < d < r Sri»fc.£*a>o 
7fy/S2 0Ci& o *7t, 77y7°S17 

0(Ciitf o £ib(C£*l, ^^y^S 1 8 ^*3V^T, Xp 
mod r ffl:^!-^^— ^ c <b — & L"CV^/^7i^ 

o/i^^tC^^T 1 y/S 2 OtCiltTo 
[0118] ^7" 7/S20 (CjoV^T. m^S^^iE L 

50 ^BB«»c*HJ; UfciB««&ft»t *#**«-^»* Sr*ric 
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[0 119] *«M0ffiff3fc9 5l# *>*^-M;i*3^Ttt 

SUMHS-tr^* 7 0 0 N ^fyy/o/q 
8 0 0fc*3^-c\ m^l-££fF/&U a^r^^filffl* 

>^^n/^^8 0 O^fev^t^litML, 3> 

SE*ff4 ^^x^y^fliffa-fe 7 o o 

So 

*lcoV*T©R9i«:«»+S 0 Bl 6 Kistt 5a-f *g;fc 9 
0 0(1, ayfyyirMtSi: fete, $>5^te#J/u 

mvm±>* 7 o ofc^ff-r^o ^^^y^wttes 
[ o i. 2 1 ] ^>7"^ymmmtgm-te>* 70011 5 

T^-^lc-frrs^-^ (El5#fi8) ^^-^-<-^ 
7 0 4 a»e>«ttii-*o ::T^t^f-^«^[E]t 

#JJB*tttBU#- K^BBL-Ctt**ffiJffltl (3 yr^y 
M) c7)ifi*^r— ft feff*otv^v\ "f <c*>*>«0IhIOIB 

r 1 J fc|££i-£ 0 

[0122] 4*3, 3 >v->y^\mm^m±>^ 700 
a>5>3.-ifs&5fc9 0 0 ^mrz^^T-isymmit * 

Lfc«fc 5 ^:^«£fl#-^*&3£Sl$7 0 2fc*3V^TBf 
fc«F *ffc*ML fc5v^tt^BB«Bt-»^a;«c J: 5 = 

tt, a-fs^9oo^ ^^v-^ymmmwrn-t^* 

7 0 0 ^iBSlimi^rn IT 5 1 ^ y 3 > 
[0 12 3] #a«B»#*a;«:fflv^ffis:BIE*ife«:, 
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ts A, Btt— 6 {C*3ft 53- — if 9 0 0*C*f 

[0 12 4] £f\ B#6 4 tTy h^f&LftR b£±fiSc 
U RbfiiVSBOID-CfcSID (b) £Af::i£{f 

a^MU Ra, Rb x ID (b) <£>Mg{C, DES^) 
70 CB C-=E— KtSKa b£fflV^T^-*£Bf U B 
iCjg3£-f5 e @ 7 C^f D E S (7) C B C^e- WIS^ 
tdcfctUJ, Ra^MU Rb^M2, ID (b) ^M3 

icti^u mnm: iv=oiut#^Ei, e 

2, E3tfB»*£4:ft5, 

[0 12 5] ;Ux«:S«LifcBttU Sffr-^^IK a 

20 iKabtg^U *^tt*i:E2 4'#ffiaWliia*P 
Us ID(b)r#6 a :5LT#btlfcRa, Rb, I 
D(b)£)rt, Rb*3ctt>*I D(b)riS % B^^ftUfc^O 
k-ai"S^1*BE-r5 0 ro*EtC«ofc4|£\ BftA 

[0 12 6] ifctCBi^, BBE«*cfl6ffl-t-5-fey>g V® 
(Session Key (BT, K s e s it5) ) Sr^fiR-fS 

o -tLT. Rb, Ra, 
KsesOlHItC, DESOCBC^-KtiKab^ffl 

[0 12 7] rftSrSmUfcAte. Sff^-^^^Ka 

5 LXSbttfcRb, Ra, K s e s cof*^ RbjoJ:^ 
Ra^ Atf&iS U^ifcOi— S-r**»t*liEi-5. 
^HEtcilofcitJ^, AttBSrIEa<Ct<0<!: LTBBE-T 
5 e SVMc«^SrBEbfc.a^tt, tr>3ylKse 

[0 12 8] Sm^-^^ftfcO^lC, /FiE, 

[0129] ^{C, ^BB«Bt-^*S;T**>S 1 6 0 try h 
*O^Rft^Bf-§-$rffiv^fctl5:BliE^^r£^, Bl 1 1 
v^TIft0^i-5 o Ell uc*3^T, ^BB«B»#*-a;i: UT 
ECC*rffiV^TV^Sd«, tta^i 5fcW«*4>BII«l*-» 

try h-cft< xt> ±v\ la i i *-tb^, 6 

4fyK0SUSRbfc4filSU A(cMtS 0 
lflfiA(t %rtHZ\6 4 t*y h^i&L^cR a*5j:W*«p 
50 t9/hSV^a»Akt4l*t4. ftt, -<-^7K^> 
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bG£A kfilfc^A v = A k X G^r*^, Ra. R 

b> av ammtmw) jc#-t5«^-»*a. s i g 

r.T\ R a io«tt>*R b te^tl^tlG 4 fc v y K A v <D X 
Jif ^rY^l^^tlftll 6 0 htfc-5^-C, ^ft 

4 4 8 Mc#-r3m^§-£££i&i-5o m,*m&<D 

[0 13 0] 2tBB4BE91*ttu aBB«flF**a;jc:*3rt5 
BE/B) (C A : Certificate Authority) dSSSfrfaE 
W»Tfc3, ^-t^i£^iD, 4fcBfi««S:BE«f:: 
ittit^: tic* 9, BEAiUftSBEJaa I D^SbJOJ 

tm<om mzmn u £ &icBEJotc x 6»**:#ira l 

Tffr*SixSE9§»-C*>5 0 

[0 13 1] Hi 2fc^^lJB«EW*O0fl£^-t-o El 
>^##, BE»#E9i»fiJIB#K:*t L#J "9 «■» 5 SEW* 

#<£>£fu (a. -If ID) , BEW»*iJffl#O^BB«3fcWlc 
[0 13 2] EW»0V«— ^ a >-#-i§\ B 

BE^<£>£mu E§fl»<z>*r$3MfflRB. iEWSfUffl#^^mj 

[0 13 3] BE«tt, Uli 2tc*-T4>|»*El3l!*fr3B 

h<Dftj& y ffl, IS* (wttS: y />s > : Revoca 

[0 13 4] -Sr, r co^BH«BEM»**iJffl-r SBRjc 
tt, *iJffl#ttae,3&««»-r<5BiE»^l!ll«S:ffl^\ s 
«&HM^W»^*-?»*£»EU ^SAco&iiElc 

Ttf)?iJ/B#tt> #«^BE»^^IJM^«»LT^S ! & 
4*3, m^5*0&E;frfefCO^-Ctt, 0 9 

[0 13 5] Hi n:lotlft0M&t5c Atf)^BMi 
EW*\ Ra. Rb, Av, m^F¥^A. S i g £§:1f 

fi, A<O^BH«EM«rtO«^-Si&«:BE«o^BB«i-e 
iiiU A<D4>BB«|£&»J tB-To ^tt, S0UiLfcA- 
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£o tt^-»*0*Etcj«aLfca, BttA«rjEMS4fc<& 
i: LTBfiE-rs o 

[0 13 6] ftu, BIS, ««pJ:9/h*v^a*Bk* 

v = BkXG&3ft«>, Rb. R a N Bv (XSLffikYgk 
SO ^t^l-rl^B. S i gJrMLs B^4>Hiit 
E91*<h t fcKAfciKaH"*. 
[0137] B (D^mmiEWW, R b , R a N B v , M 
JO -7-*£B. S i g £g{f UfcAtt, BtfiSfSLTSfcR 
a 2^ A^ricLfefccot-a-r^^Ef 

-Stt^fcl^{:|j:, BO^BIieEWSrtOfS^ 
5££»E«0^|ifl«-e#|EU Btf>4*BB«*St0fcti 
"To ^tt, »9ULfcB^BII«*fflv^*^-»*B. 

5 i g£rl£iiE1-£ 0 «^-»*0*E{Cfi£5bLfca, Ate 
B*rjE*4fc<&4 LTBEf 6 Q 

[0 13 8] Pf#*«BE{CfiS;5jbLfe»^(c«, BteBk 
XAv (BkimSCT, Avl4ffl.Rfl«l^tfc5 

6 4 try y v-3 >$I4 LTWP*CDjIftt::teJBi~5 
(#ii**-§-£6 4 try MB*<&#a**-S§-£ 

ctv>L > Tffi6 4try h-e4<tt«tv\ 4*5, ^gs^ 
■crtP*^bS<xs«»tT?4< , Six* rid* 

[0 13 9] It^-SA^E^Sff ^<^«IE^BS 

[0 14 0] a^^^yflJfflMtffa-fe^^ 7 0 Otts r 
COJ: 0 4fiSBE*Qf3a^*3U^r, *JBKLfe"fey^a 
Sr^V^T, a^^yftSrlKF^fcUT, a- — If MB* 9 0 

[0141] #»{fc*ixfc = >^>!y«S:Sffl' Lfe^-- 
if«*9 0 Ofi, Btf-^-teaSB 3 0 2(C*5V^T, ^lE^^ 
C0[^^^^cL^ir y v-a >'^^fflV^T =a 

*tea**fTi-5 0 afl-teatcioTWbixs^^^^ 

40 Ty , y'^ ti^*> ^ f 7 5 0 0 S fcliafl^g 6 0 0 
^r^* tt§:M LfcBt-^ib^ >x y> *:« -8-^1164 = ^t 1 

[0 14 2] r^cfc ^w^Wffiffit^sit^^T- 
50 ^yfUfflMlKSiJ*— K^JEJEWfti LTa^T^yfUffl 
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♦tMM*— K^ffiii^- hSr^hLTlHlilx-rsr <t^"5l«g 
#F7t#v^-if tc J; 6 ^^T^ycDmmt^Bi^te&o 

[0 14 3] frjfc, ±»LrtLttWlC:JSV*Ttt, ^>7=-V 
y ;/n ^ yfyy^M, iamS:-S L T*T& 

[0 14 4] [a^T^^yflJfflltOWIE] ±S6Lfe«-C 

o g i # ^> ^ t- a *s j: *mx t> g i # *5 # a = 

>^^:yfi]JB*Mfc»J;t7- K&fflv^rtici!9, 

if#, ^(D^>>7->>ymmmm%\*- kk*<s^t = > 

[0145] El 1 3 iC^^^^^flJfflttiaSU^— KSr^- 
-ifWfc^T^igU tf*S|B— 03 yf> 

«fi8SrlftWi-^EI*^-t-o El 1 3(c*3V^T^- — if (^-~ 
ifiB30 13 0 1 ftnyry^/n/M ^ l 3 0 3 t)>h 
flF»ffc = >^ > y Srft* Ls ^>"r>V fiJJBttUftgiJ* - 
K4rWAi"?> (H<0 (1) T^-T3M«#) „ 
[0146] n.-if (rL-if 130111 Wife L 

? & ^ i/ymmm^m-t >- ? 130 4 ic^m 

m(D (2) -e^-f^gg^) l> 

(H^ (3) -C^i-^ficf) LT^>ry7^gf IT 
3>^>yofiJfflSrtTft5. — tf (3-— 13 
out Bt^b^^^^yottiftSttfc^^-f r t = > 
7->y*iJffl*tKSU*- KSr^-if if***) 130 

2tc««R m<o (4) -c^-r^sst) t5o 

[0147] n— if (3.-^5(5) i 3 0 2 it HS $ 
tt = > x >- y f ij ffl m «SU 2)— Kco Iftgi j f-^^^>7 
^fffl«fIty^i 3 0 4i:S« (5) 

-r^«c£) u ^f>7t^ (hko (6) v^-r 

[0 14 8] &:J6, ^(Om^^^lyf-yy^mPc^fD^- 
-if (3.-^^) ! 3 o 2d»6>^ElJR«:, U- 

sis ^it g 0* tfr> d fc = > x > y * ij mmmm # - k«» 




(16) ^§^2 001-230768 

JO 

ffl*IMI*- WlOOOHtLtt*. 1lelWIE»rii 

SU^7— K*2 0 0 OR, 2(Hllfflgprtg>i3>'7 L >'^flJffl 
*ttHK8U^7— h\ i-ttto*>t0lsIt'frto-a:T3ia, 3>^> 
^»*Bt#^^3>x>-^fiJffi«liaS'J^- K«r3 o o 

/0 - KSrBat**Lfc^-if fc*->7>r >*W^«E*«W^ 

fe#«t^*^^^- K^oV^Ttt«9gi*fef?ftoT« 

[0 14 9] => J r>ymm&VM'te^* 1 3 0 4tt, 
r J: 5 * = >^ >y W«*»9J* ~ K^WIS^Tffittf* 

^tv^i: p^Rtr^tufc^^T-^^^lfflttlRSU^— Kit 

>- 7- >- ^ & £ sm» -si t e <c 3 > 7=- > ? mm mmm * - k r 
fc^o i 3 ^^) 2oco=i>-7 : ->'^fij^^i^ij^7— h 

isvm&^>'r>'vmmm<gm±>* 1 3 0 4*»e>*# 

30 [0 15 0] ^^^V-^fiJffi^i^SirV^ 1 3 0 4 i^. 

y*Uffltt*31-fe>^ 1 3 0 4^b»»^riB*«i: LTa£ 
3£ ^ ix 3 >- x ^ ^ f ij ^ W l^^iJ ^7 — Kr — ^ <D §: (t §r * 

fflffi^^-fe^^ 1 3 0 4^^>^>'^^i(0^it^ i fT^o 
[0 15 1] ^/z, i5lC^tT-^*ICij:, IgA#+f 

a—ifi»«*, ^co^vx^^fij^ttiaBij^-Kco^y 

^{c, BtASWcjESlSfcsK-f > h€rS»^--iffcW--§- 
50 y*Uffl«|*»J*- KBtAfi&Sr^ >- h (C^ DT#J 9 gi 
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[0 15 2] fci3. 3>^>y3flJffltt»g'J*- KtCW^ 

sri*«»t u^. r cottwcd:-ro c <t tc£ 9 N xyr 

[0153] £ aV-^^^PJffltltfJUr^^ 1 3 

0 4(1 fif-^^LT, rr— ^|1J— t£*J5£iS$&, 

[0154] ^60^— ^^l^rlU 1 4 tC^f 0 B 1 

*r«aiji-5 = >T->^Ma'j^- (id) '>'j7/wt 

f-> fijffltt (&*tt) oflgJBUHBL WJB«M>aiA#* 
Ottfft^^stu^o ^>ry7MJ^ (ID) fc, > y 

[0 15 5] 3--if»gij7 f -^tt, =>T>y«»m 

^--If I «7- h\ fecial!**, ^iR 

^-iFH^'M*;* h y LT*5 
ztib<DffiU*=> vryy*ifflifit>^ i 3 o 

ft tcBSLTSit Ita- FH— U [Wj-^-if 

3-— 5FttflS««^)mi— ttflJEtt, SuiiEoEl l 0, l l(D 
[0 l 5 7] J^±, »*<OHlfi«*r#HRL*j&sej, 

£ ift at, l # v > ffia -e a* » nthfti (d mm ^rc m % a 

1MB L it »fF IS* o^IS co*l £ #fti--< # £> 5 . 
[0158] 

h\ fe 6 1 M*«tT P ffifi5£ lc <fc Z> * > 7 > -CO&igr v 




(17) *ftHf]2 001-230768 

32 

TSC^^Tftg^tK =^>-yo*i]ffl3&5{JEit$tt 
hSr^LTEHRi-Sr 4:3flS , 5rilBi:*5, Sot, * u-^ 

[El 2] *5SM^fflf«Kf9 ^I^^^T^Atci^v^TfiJffl «T 

[E13] *58W^»«*9git ^ak*3 = 7 s - 

[SI 4] ^WOWiBBCIjgiS^^^iHjCdSWSaV^ 
[El 5] *»W^««»!9 9l*^^Ajc*3W5 = >'7 t 

[B6] *«B^O««ffil9§l#^^^Afc^t"t5a.--r 
[87] *58W<o**tt9gi*^^AIw*5W6=i>'^ 

[El 9] *«M<Ottf«Bi9 5I# ^rACjol^nyf 

[Eli i] ^jswoWftftogit^^^A^rtstts: 

40 [Hi 2] *«^0««ffi*?§l^^^7=-A{C*3J-t6t§5: 

[Ell 3] *»0^(73««ffi*9§|f ^^r-^fCiSttSa^ 

[Ell 4] ^0^co.tW«^^gi#v'^T-A^^^5a> 
^i~ElT^5 0 

[^-^-COtftB^] 
50 106 ^^CPU 
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/Data 
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CPU 



Program/DatalT) fl&^b 
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(Floppy Disk) 
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<*D#><Z>8Bytc) 



(InitiaJ VaJuc:IV) 



S(K1) 



DES 



B1 



(&G>8Byte) 



(#<Z)8Bytc) 



DES 



E2 



DES 



E3 



(fttt<7>8Byte) 



DES 



| EN 

(Message Authentication Code: MAC) 
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[SI 8] 



SI 



f=Hash(M) 



,S3 



V = u x G = (X v . Y v ) £fft»f& 



c = X v mod r S-ltJff -5 



< 



d = 0 ? 



No 



(c,d) ti~z> 



< 






, No / 


d = [(f + cKs)/u] mod r *tf*f* 


1 





S4 



S5 



S6 



S7 

S8 
Yes 



S9 



¥££fi£(lEEE P1363/D3) 
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[129] 



(c , d)*»*. G, Ks x GZ'Amm&tz 



S11 



<^ 0 < c < r 


0 < d < r *>> ? 




, Yes 


r=Hash(M) stut-ra 




b = 1/d mod 




> 




hi = fh mod r, h2 = 


ch mod r "^"€> 






j&P=(Xp, Yp). hi xG+h2-KsxG^ttS:*r-g) 


> 





S12 
No 



„S13 



„S14 



,S15 



S16 



< 



< 



No 



c = Xp mod r H^JaL^^ ? 



> 

s 



S17 
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S18 
No 
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S19 



«*lijELl* 
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g£&tiE(IEEE P1363/D3) 
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m 1 3 ] 



1304 



(2) 



(3) 



-Si 



(5) 



(6) 







© 







(1) 



3.— V 




O 



(4) 



1302 



7 n > h^<— i/CDfffcg 

(51) Int. CI. 7 «SUE* FI f-n-K (#%) 

G0 7F 7/08 G0 9C 1/00 640B 9A001 

17/00 HO 4 L 9/00 6 0 1 B 

G0 9C 1/00 6 2 0 G0 6F 15/21 ZECZ 

6 4 0 3 4 0 Z 

G 0 7 F 7/08 R 

H 0 4 L 9/32 H 0 4 L 9/00 6 7 5 B 

F*-M#%) 3E044 BA04 DA05 DC05 DC06 DD02 
DE01 

5B017 AA06 BA07 CA15 CA16 
5B049 AA05 BB11 CC08 CC36 DD01 

DD04 DD05 EE03 EE07 EE21 

FF06 FF08 FF09 GG02 GG04 

G607 GG10 
5B085 AE12 AE13 AE23 AE29 
5J104 AA09 AA16 EA16 JA13 JA14 

JA25 JA28 LA02 LA03 LA06 

MA06 NA02 NA12 NA33 NA37 

PA07 PA 14' 
9A001 CZ02 EE03 FF01 JZ76 KK60 

KK62 LL03 
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